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1. Title of the Invention 

Microcomputer 

2. Claims 

1. A microcomputer having an electrically writable ROM, 
comprising: 

the electrically writable ROM permitting both program 
and data to be written thereto; and 

a storage device loaded with a writing control program 
for writing into the ROM; 

wherein said ROM and said storage device are placed in 
different address locations in an address space of a central 
processing unit. 

2. The microcomputer set forth in claim 1, wherein said 
storage device loaded with the writing control program- is a 
mask ROM. 

3. The microcomputer set forth in claim 1 or 2, wherein 
said storage device loaded with the writing control program 
is a RAM. 

3. Detailed Description of the Invention 
[Industrial Field of Application] 

This invention relates to a microcomputer technique and, 
more particularly, to a technique that is effectively applied 
to a single-chip microcomputer incorporating an electrically 



writable ROM such as an EEPROM (electrically erasable and 
programmable read-only memory) . The invention relates to a 
technique that is effectively used for a microcomputer built, 
for example, in an IC card. 
[Prior Art] 

In recent years, so-called IC cards have attracted 
attention as alternatives to magnetic cards. Such an IC card 
has a built-in PROM (UV-erasable programmable ROM) in which 
data such as ID (identification code) is stored, whereby the 
card can be functioned as an identification card used instead 
of a key, as described, for example, in JP-B-56-19665 . 

The present inventor has discussed single-chip 
microcomputers which have built-in EEPROMs and are adapted to 
be incorporated in IC cards as described above. The following 
are techniques which are not well-known but have been discussed 
by the present inventor . -A summary of them is- as f ollows 

Fig. 6 shows the configuration of a microcomputer 10 
discussed by the present inventor. 

The microcomputer 10 shown in the figure is of the single 
chip type and has a built-in EEPROM. The microcomputer includes 
a CPU (central processing unit) 1, a RAM (random access memory) 
2, a mask ROM (non-erasable memory ROM) 3, EEPROMs 41, 42, an 
I/O (input-output) unit 5, peripheral circuitry 6, and an 
EEPROM-writing control portion 7 all of which are built on the 
same semiconductor chip. The various portions 1-7 are 
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interconnected by address bus LA and data bus LD. 

This single-chip microcomputer 10 is incorporated, for 
example, in an IC card and used. Communications of data Dx with 
the outside are performed all via the CPU 1 as shown in Fig. 
7, which illustrates the microcomputer 10 shown in Fig. 6 while 
taking notice of the flow of the data Dx through the 
microcomputer. The microcomputer 10 can be so designed that 
the internal software cannot be known unless an appropriate 
software "key" is used. This secures the single-chip 
microcomputer built in the IC card. 

The two EEPROMs 41 and 42 are equivalent and independent 
of each other. As shown in Fig. 8, one EE PROM 41 is used as 
a so-called user program area (Ml) . A program that is created 
by the user at will is previously written into this area. 
Writing of the program is done into the EEPROM 41 directly from 
the outside after stopping the CPU 1 under -external control. 
This method of programming a PROM is made public, for example, 
by "Hitachi Microcomputer Data Book, 8-bit Single Chip", pp. 
823-865, issued in August 1984, by Hitachi Ltd. This makes it 
unnecessary to rewrite the mask ROM during fabrication. Hence, 
it is possible to cope instantly with users' diverse 
applications. Furthermore, if a means is provided to inhibit 
rewriting and reading to and from this EEPROM after the EEPROM 
41 has been programmed, the built-in software can be protected 
effectively. The other EEPROM 42 is used as a data area (M2) . 
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Those Dx of input-output data managed by the CPU 1 which are 
required to be preserved are written at any time according to 
the need. The writing into the EE PROM 42 is done via the writing 
control circuit 7 that is under control of the CPU 1. Generally, 
the time taken to write an EEPROM is about 1, 000 times as long 
as the average instruction execution time of CPUs- During this 
writing period, the EEPROM 42 is electrically disconnected from 
the CPU 1, making impossible both writing and reading to and 
from the EEPROM 42. 

On the other hand, the CPU 1 executes given processing 
while reading out a user program 1x2 stored in the program 
storage EEPROM 41 in response to each instruction. When it 
becomes necessary during this processing to write the preserved 
data Dx into the data storage EEPROM 42, writing into this 
EEPROM 42 is performed through the EEPROM-writing control 
portion 7; During the- execution of the processings -reference- 
is made, whenever necessary, to a program routine (or a program 
module) prepared in advance as a standard program Ixl in the 
mask ROM 3. For instance, the program routine is a software 
timer or a program for division, and useful programs are 
prepared in accordance with many applications. Generally, a 
mask ROM can be achieved in a smaller area than an EEPROM having 
the same capacity. Therefore, the overall size of the 
semiconductor chip can be reduced by utilizing the ROM 3 without 
storing all the programs in the EEPROM 41. 
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However, the overall processing is conducted in 
accordance with the user program written in the EEPROM 41. 

The EEPROM-wri ting control portion 7 as shown in Fig. 
7 is controlled based on a program written in one EEPROM 41, 
for example. At the same time, the control portion carries out 
a writing operation to the other EEPROM 42. The other EEPROM 
42 is disconnected from the CPU 1 while the writing operation 
is being carried out. 

In the manner described above, the microcomputer 10 is 
built which can immediately meet with diverse specification 
requirements from users and varied applications and can 
preserve the data Dx in the EEPROM semipermanently according 
to the need. 

[Problem to be Solved by the Invention] 

However, the present inventor has clarified that the 
technique described 7 above has the f ollowi-ng p-rob-lemv - - 

That is, the microcomputer 10 described above needs the 
two mutually independent EE PROM s 41 and 42 in order to write 
the user's program 1x2 and to store the data Dx to be preserved. 
If there is only one EEPROM, a read access to the EEPROM cannot 
be made during writing into it. Therefore, instructions to be 
executed by the CPU 1 cannot be read out. Accordingly, the 
program and the data are stored in the mutually independent 
EEPROMs 41 and 42 as described above. Instructions are read 
from one EEPROM 41. At the same time, control of writing into 
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the other EE PROM 42 is provided based on the instructions read 
out . 

For this purpose, however, the two mutually independent 
EEPROMs 41 and 42 are necessary. Moreover, the EEPROMs 41 and 
42 must have sufficient storage areas Ml and M2, respectively, 
to satisfy diverse specification requirements from users from 
various sectors. For instance, both EEPROMs 41 and 42 must cope 
with a large program size and a small data size. Conversely, 
the EEPROMs must cope with a large data size and a small program 
size. To satisfy both of these two requirements, it is 
eventually urged that the storage capacities of the EEPROMs 

41 and 42 be set large. Additionally, if both EEPROMs 41 and 

42 are made to have a large storage capacity, the storage 
capacity of any one of them is greatly wasteful and cannot be 
utilized effectively. This waste is likely to be incurred. 

Furthermore , each of the EEPROMs 41 and 4 2 has- a memory 
array and peripheral circuits such as circuits for entering 
and delivering data including sense amplifier and driver 
circuit and a circuit for selecting addresses. Therefore, where 
a plurality of EEPROMs are formed independently, the peripheral 
circuits including the sense amplifiers and drivers are 
provided inside the respective EEPROMs and hence a great number 
of circuit elements are required. Accordingly, it is urged that 
the overall size of each EE PROM be increased. 

Accordingly, the present inventor discussed the 
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following method. A program for controlling the EEPROM 42 is 
loaded in the EEPROM 41. Data to be referenced by the program 
in the EEPROM 42 is also loaded in the EEPROM 41. Data to be 
referenced by the program in the EEPROM 41 is loaded in the 
EEPROM 42 together with a program for controlling the EEPROM 
41. If this structure is adopted, the program storage area and 
the data storage area in each of the EEPROMs 41 and 42 can be 
made variable. In this case, the aforementioned problem 
regarding the memory area or size is somewhat mitigated. Even 
in this case, however, the EEPROMs 41 and 42 have their 
respective independent peripheral circuits such as sense 
amplifiers and decoder circuits, and thus the disadvantage 
regarding the overall size of each EEPROM or the size of the 
semiconductor chip is not fully removed. 

As described so far, the aforementioned microcomputer 
has the advantages that it can quickly cope - with various 
specification requirements from users and varied applications 
and that it can semipermanently preserve data Dx in the EEPROMs 
according to the need. However, there are the two independent 
EEPROMs 41 and 42 having sufficiently large storage capacities. 
Therefore, the hardware load to the construction is large. 
Especially, in the single chip type, the size of the 
semiconductor chip is unavoidably great but the efficiency of 
utilization of the hardware resources is not proportionately 
high. Presence of this problem has been clarified first by the 
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present inventor. Especially, where a microcomputer is built 
in an IC card, there is a strong demand for a reduction in size 
of the semiconductor chip in order to improve the card strength. 
Nonetheless, the semiconductor chip described above doesn't 
meet this requirement. 

The present invention is intended to provide a technique 
which retains the aforementioned advantages of a microcomputer 
(i.e., capable of quickly complying with various specification 
requirements from users and varied applications and of 
semipermanently preserving data Dx in an EEPROM according to 
the need) and which permits a reduction in size of the hardware 
structure and enhances the efficiency of utilization of the 
hardware resources . 
[Means for Solving the Problem] 

A typical invention disclosed herein is summarily and 
briefly described -as f ol lows . 

A microcomputer having an electrically writable ROM 
permitting both user program and data required to be preserved 
to be written thereto (i.e., the ROM is shared between program 
and data) and a separate storage device loaded with a writing 
control program for writing into the writable ROM. The ROM and 
storage device are placed in different address locations in 
an address space of a CPU. 
[Operation] 

According to the above-described means, when data is 
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written into the writable ROM, the CPU is made to jump to the 
separate storage device only at this time. The CPU can be made 
to perform given writing control processing even during writing 
into the writable ROM by executing a given writing control 
program preloaded there. Consequently, user program area and 
data area can be placed within one writable ROM. In addition, 
the ratio of the sizes of the areas can be selected at will. 
Thus, it is possible to retain the advantages that the 
microcomputer can quickly cope with various specification 
requirements from users and that it can semipermanently 
preserve the data Dx in the ROM according to the need. At the 
same time, the scale of the hardware construction can be reduced 
and the efficiency of utilization of the hardware resources 
can be enhanced. That is, the object is achieved. 
[Embodiment ] 

- The preferred embodiment of the present invention is - 
hereinafter described with reference to the drawings . Note that 
like reference numerals indicate identical or corresponding 
components in the various figures. 

Fig. 1 shows one embodiment of the main portion of a 
microcomputer 10 to which a technique according to this 
invention is applied. 

The microcomputer 10, whose main portions are shown in 
the figure, is of the single chip type and has an EEPROM 4 into 
which user program 1x2 and data to be preserved are written 
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at an arbitrary proportion, in addition to a CPU 1 . Additionally, 
the microcomputer has a so-called mask ROM 3 in which a writing 
control program for performing writing into the EE PROM 4 is 
unalterably preloaded as a part of a standard program Ixl . 

The mask ROM 3 may store only the writing control program 
or alternatively store a standard program routine as described 
above* Here, the writing control program includes, for example, 
a program for activating the writing control circuit 7 or a 
program for detecting completion of writing. If the amount of 
data to be written is great, the data prepared in a given area 
within the RAM 2 may be transferred sequentially to the EEPROM 
4, and writing may be performed. The EEPROM 4 and mask ROM 3 
are placed in different address locations in the address space 
of the CPU 1. The switch shown in Fig. 1 is imaginary and used 
to indicate that the program executed by the CPU 1 is 
-transferred to the mask ROM 3 by a CALL instruction when writing 
into the EEPROM 4 is done and that the program is returned to 
the EEPROM 4 by a RETURN instruction after completion of the 
writing . 

In this case, a CALL instruction to a specific routine 
in the mask ROM 3 is written into the EEPROM 4 in place of the 
writing control program for the EEPROM 4. On the other hand, 
a RETURN instruction to the EEPROM 4 is written into the mask 
ROM 3 at the end of the writing control program together with 
the writing control program for the EEPROM 4. 



Fig. 2 shows one embodiment of the whole construction 
of the microcomputer 10 shown in Fig. 1. 

As shown in Fig. 2, the microcomputer 10 incorporates 
therein a RAM 2 providing a working area to the CPU 1, an 
input/output (I/O) unit 5 for exchanging data Dx with the 
outside, peripheral circuitry 6, and an EEPROM-writing control 
portion 7, in addition to the constituent elements described 
above (i.e., CPU 1, mask ROM 3, and EE PROM 4). Since the 
microcomputer includes these constituent elements therein, it 
is made suitable as a single-chip microcomputer to be 
incorporated in an IC card, for example. The various portions 
(1 to 7) in the microcomputer 10 are interconnected by address 
bus LA and data bus LD. 

Control signals for the memories and peripheral circuits 
are omitted. 

Fig . 3 shows -the microcomputer shown in Fig . - 2 by taking- 
notice of the flow of data Dx through the microcomputer. As 
shown in the figure, exchange of data Dx with the outside is 
done all through the CPU 1 . Consequently, the built-in software 
cannot be known unless a "key" formed by suitable software is 
used . 

Fig. 4 shows three examples of the state of the address 
space of the CPU 1 by means of memory maps. As shown in Fig. 
4, both the user program area Ml and the data area M2 are allotted 
in an arbitrary proportion to in the storage region M formed 
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by the EEPROM 4 . 

Fig. 5 shows a flowchart of an example of the processing 
operation when the CPU 1 controls writing into the EEPROM 4. 

In Fig. 2, the CPU 1 reads in the program 1x2 written 
in the user program area Ml according to each one instruction 
and, at the same time, executes a given processing operation 
(step S6) . 

If it becomes necessary to write the data Dx (which is 
required to be saved) into the EEPROM 4 during the processing 
(step SI) , the CPU 1 jumps to the first address of the writing 
control program in the standard program area Ixl stored in the 
mask ROM 3 in response to a CALL instruct ion ( step S2) . The CPU 
1 controls writing into the EEPROM 4 in accordance with the 
writing control program (step S3) . Consequently, writing into 
the EEPROM 4 is done via the EEPROM-writing control portion 
7 i -During this writing/ the EEPROM 4 is disconnected from the 
CPU 1. 

When the writing is subsequently completed, the CPU 1 
judges the completion of the writing based on a flag generated 
from the writing control portion 7 or an interrupt request (step 
S4) . Then, the CPU 1 returns from the mask ROM 3 to the program 
area Ml of the EEPROM 4 and resumes the reading of the user 
program from an address next to the address at the time of jump 
(step S5) . The CPU 1 continues execution of the user program 
in the EEPROM 4 until the processing is complete or a next data 
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writing request is produced (step S6) . 

As described above, the user program area Ml and the data 
area M2 can be placed in the single EE PROM 4. Also, since the 
ratio of the sizes of both areas Ml and M2 can be selected at 
will, the size of the program area Ml can be set large instead 
of setting the size of the data area M2 small, for example, 
as shown in the three examples in Fig* 4, even if the size of 
the storage area M of the whole EE PROM is not so large. 
Alternatively, the size of the data area M2 is set large instead 
of setting the size of the program area Ml small. In this way, 
efficient use can be accomplished by flexible use of the storage 
area M. 

Consequently, the object is achieved. That is, the 
advantages (i.e., capable of quickly complying with users' 
various applications and of semipermanently preserving data 

: Dx -i-n - the E-E-PROM- 4 according to the need) are retained-. At the ------ 

same time, a reduction in the size of the hardware structure 
is permitted. Moreover, the efficiency of utilization of the 
hardware resources is enhanced. 

The return to the user program upon completion of the 
writing into the EE PROM need not depend on a flag generated 
from the writing control portion 7 or on an interrupt request 
as in the embodiment. For example, an appropriate working 
register in the CPU 1 may be so configured that the register 
is started to be operated simultaneously with the start of the 
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writing into the EEPROM 4, the register is used as one kind 
of counter or timer updated at given intervals during the 
operation, and the returning operation is performed when the 
content of the working register reaches a given value. That 
is, the CPU 1 may count a forecast given writing time. On 
completion of this counting, completion of the writing into 
the EEPROM may be checked in software . In this case, the setting 
of the writing time and control of the subsequent returning 
operation may be provided in hardware by a dedicated circuit 
such as a timer circuit. 

In the above-described embodiment, the user program is 
so constructed that it stops the CPU 1 under external control 
and directly writes into the user program area Ml of the EEPROM 
4 from the outside, although this scheme does not restrict the 
invention. 

-- ------- This -w-rir ting of the-user program may be carried out in ■ 

the manner described below. The CPU 1 receives a program from 
the outside via the I/O unit 5 in accordance with the program 
in the mask ROM 3 and writes into the user program area Ml of 
the EEPROM 4 sequentially. In this example, there is no means 
for making direct access to the built-in EEPROM 4 from the 
outside and so the security protection function is strengthened. 
The suitability of the single-chip microcomputer built in an 
IC card can be increased. 

In this case, a decision as to whether writing into the 
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user program 4 has been already done may be made by 
incorporating a flag within the EE PROM 4 and judging the state. 
According to the state of the flag, the start address used after 
resetting the CPU 1 may be modified. 

The writable ROM is not limited to an electrically 
writable and erasable ROM such as an EE PROM . AUV-erasable EPROM 
can also be used. 

In the embodiment described above, the writing is done 
by the writing control circuit 7 for a given time, though the 
present invention is not limited to this. 

Generally, an EPROM has a longer writing time than an 
EEPROM. Therefore, in the above-described method in which the 
writing time is constant, the response time will increase when 
the microcomputer is built in an IC card. Since process 
variations of EPROM devices are large, their writing times are 
set- taking- aecoun-t of the worst case. Therefore, - in many-cases, - 
the writing time is consumed excessively. 

Accordingly, the present inventor has devised a 
construction in which the CPU 1 can not only activate the 
writing control circuit 7 but also stop it. That is, a flag 
PGM is provided in the writing control circuit 7. When the CPU 
1 sets the flag PGM, the writing is started. When the flag PGM 
is reset, the writing is terminated. The writing time may be 
measured, for example, by software as described above. Where 
a timer circuit is built in, this may be utilized. . 
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Fig* 9 is a flowchart illustrating one example of the 
writing control program to be loaded into the mask ROM 3 in 
the case described above. 

First, the CPU 1 sets writing address data for the EPROM, 
and the EEPROM latches the address data (step SI) . Then, the 
CPU 1 clears the contents of a certain register N (step S2), 
adds +1 to the register N (step S3), and then sets the flag 
PGM (step S4) . A given unit time such as 1 ms is counted (step 
S5) , then the flag PGM is reset (step S6) , and the writing for 
the unit time is terminated. 

Thereafter, a decision is made as to whether writing has 
been performed correctly (step S7) . This decision is carried 
out by reading the EPROM and comparing the read contents with 
the written data. The latched data may be prevented from being 
destroyed during the reading, though the invention is not 
- limited-to t-his-sc-heme ; --I-f- the result of comparison indicates 
a disagreement, the CPU 1 judges the value of the register N 
(step S_) . If it is equal to or less than 24, the CPU 1 returns 
to the step S3 and again performs the writing for the unit time. 
Where the writing operation for the unit time is repeated 25 
times (i.e., N = 25), if a disagreement still occurs, it is 
determined that there is a failure (step S12), and the 
processing is terminated. 

If the decision indicates an agreement, the CPU 1 sets 
the flag PGM (step S8) . The CPU counts 3xN ms (step S9) , and 
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then the CPU clears the flag PGM (step S10), terminating the 
processing. That is, an overwriting operation is performed for 
a time that is three times as long as the time N ms taken until 
a decision indicating an agreement is obtained. 

In this way, high-speed, reliable writing conforming to 
the device characteristics can be accomplished. The writing 
time and the response time can be shortened. 

The above-described method yields the advantages that 
it is possible to quickly comply with various specification 
requirements from users and varied applications and that data 
Dx can be semipermanently preserved in an EPROM according to 
the need. At the same time, the scale of the hardware structure 
can be reduced. In addition, the efficiency of utilization of 
the hardware resources can be enhanced. Moreover, the response 
time can be shortened. 

[Advantages of the : -Invention] * - -■■-■ = - 

Advantages obtained by a typical aspect of the invention 
disclosed herein are briefly described below. 

A user program area and a data area can be placed in one 
EEPROM within a microcomputer having the built-in EE PROM . The 
ratio of the sizes of the areas can be selected at will. Thus, 
it is possible to quickly cope with various specification 
requirements from users and varied applications . Furthermore, 
data Dx can be preserved semipermanently in the EEPROM 
according to the need. The scale of the hardware structure can 
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be reduced while retaining the advantages described above. In 
addition, the efficiency of utilization of the hardware 
resources can be enhanced. In addition, where the invention 
is applied to a single-chip microcomputer to be built in an 
IC card, the strength of the card can be increased owing to 
a reduction in size of the semiconductor chip. 

While the invention made by the present inventor has been 
described in detail based on its embodiment, the invention is 
not limited to the above embodiment. Obviously, various changes 
and modi fi cat ions are possible without departing from the gist . 
For example, a writing control program may be previously loaded 
in the mask ROM 3 or EEPROM 4. When writing into the EE PROM 
4 is performed, the loaded writing control program may be 
transferred to the RAM 2 to cause the CPU 1 to execute the 
program. 

In the embodiment described above, the invention i-s * 
applied to a microcomputer in the form of a single chip for 
an IC card. The invention is not limited to this. For example, 
the invention can also be applied to a board type microcomputer 
or the like. 

The invention can be applied at least to microcomputers 
using an EEPROM in which both program and data are stored. 
4. Brief Description of the Drawings 

Fig. 1 is a block diagram showing main portions of a 
microcomputer which has a built-in EEPROM and to which a 
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technique according to this invention is applied; 

Fig. 2 is a block diagram showing an example of the whole 
configuration of the microcomputer shown in Fig. 1; 

Fig. 3 is a block diagram illustrating the microcomputer 
shown in Fig. 2 taking notice of the flow of data through the 
microcomputer; 

Fig. 4 is an address map illustrating three states of 
the address space of the CPU inside the microcomputer shown 
in Fig. 2; 

Fig. 5 is a flowchart illustrating an example of 
operation of the microcomputer shown in Fig. 2; 

Fig. 6 is a block diagram showing the configuration of 
a microcomputer discussed prior to this invention, the 
microcomputer having a built-in EEPROM; 

Fig. 7 is a block diagram illustrating the microcomputer 
-- shown in Fig. 6 taking notice of the flow of -data through the- 
microcomputer; 

Fig. 8 is an address map illustrating the state of the 
address space of the CPU in the microcomputer shown in Fig. 
6; and 

Fig. 9 is a flowchart illustrating a writing control 
program in a case where an EPROM is built in. 

CPU 1: central processing unit; RAM 2: random access memory; 
mask ROM 3: non-erasable read-only memory; 
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EE PROM s 41, 42: electrically erasable and programmable ROMs; 
I/O 5: input/output unit 
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